ATTACHMENT A
CONTRACTOR SUPPLEMENTAL PRICELIST INFORMATION AND TERMS
Authentic8 Terms of Service as of 6 July 2012
Legalese can be tedious and heavy. Authentic8 wants to deliver a valuable service, but there are some basic ground rules, which
are described below. You need to read the complete document, but basically:

•

When you register to use Authentic8, we store the information you give us, including any website credentials that you
chose to store with us.

•

Should you store your credentials with us, Authentic8 will help you log in to your web- based accounts. Our servers do this
automatically, and we will never access your credentials unless you tell us to.

•

We can't always anticipate problems with other websites or web services, and so we can't be responsible for your
relationship with those third parties.

•

Please don't attempt to decompile or otherwise reverse engineer our software.

•

Likewise, we take a rather dim view of someone trying to hack or spoof Authentic8 so please don't try to attack our

service.

•

Please don't do anything illegal using Authentic8. We reserve the right to report illegal activities to the appropriate law
enforcement or civil authorities.

•

If you’re an administrator, you agree that all your users will be bound by these terms.

•

We believe in rapid iteration, and so we're always updating Authentic8, including the App software you install on your
computer. We do this to give you access to new features, as well as to constantly improve security. When we make changes,
we'll do our best to inform you.

That is essentially it. The full legal text is below—and you should review it—but we wanted to give you some plain language up
front. Thanks for reading.
Authentic8, Inc. (“Authentic8,”“we” or “our”) provides an internet security service through our website, accessible at
www.authentic8.com and our Authentic8 App software (together the “Authentic8 Service”). Please read carefully the following terms
and conditions
(“Terms”) and our Privacy Policy, which may be found at http://www.authentic8.com/privacy/. These Terms govern your access to
and use of the Authentic8 Service and constitute a
binding legal agreement between the Ordering Activity and Authentic8. If you accept these Terms or use the Authentic8 Service on
behalf of a company or other legal entity, you represent and warrant that you have the authority to bind that company or other legal
entity to these Terms and, in such event, “you” and “your” will refer and apply to that company or other legal entity. If you have
been granted access to and use of the Authentic8 Service by and on behalf of the primary account holder, whether directly or
through an administrator, you also agree to abide by these Terms.
YOU ACKNOWLEDGE AND AGREE THAT, BY EXECUTING THIS AGREEMENT IN WRITING, YOU ARE
INDICATING THAT YOU HAVE READ, UNDERSTAND AND AGREE TO BE BOUND BY THESE TERMS. IF YOU DO NOT
AGREE TO THESE TERMS, THEN YOU HAVE NO RIGHT TO ACCESS OR USE THE AUTHENTIC8 SERVICE.
Acknowledgment and Disclaimer
You acknowledge that the Authentic8 Service may not be in final form or fully functional and may not operate properly or contain
errors. You assume all risk arising from use of the Authentic8 Service including, without limitation, the risk of damage to your
computer system or the corruption or loss of content or information.
Authentic8 warrants that the Services will be perform substantially in accordance with the SOFTWARE written materials
accompanying it. In the event that the Services do not perform in accordance with SOFTWARE written materials accompanying it
due to reasons within Authentic8’s control, for a period of sixty (60) days Authentic8 will repair the service in order to bring it into
accordance, or provide a refund of subscription fees. Authentic8 Services warrants that the services will, for a period of sixty(60)
days from the date of your receipt, will be performed in accordance with the terms and conditions of the GSA Schedule Contract.
EXCEPT AS EXPRESSLY SET FORTH IN THE FOREGOING, The Authentic8 Service is provided “AS IS,” without warranty of any
kind. Authentic8 makes no representations or warranties regarding the suitability of the Authentic8 Service for your intended
requirements or purposes or regarding any data or information that you download or access through the use of the Authentic8
Service.

Feedback
You agree that all feedback and comments and suggestions for improvements to the Authentic8 Service (collectively, “Feedback”)
provided to Authentic8 will be the sole and exclusive property of Authentic8 and you hereby assign to Authentic8 and agree to
assign to Authentic8 all of your right, title, and interest in and to all Feedback, including all intellectual property rights therein. At
Authentic8’s request and expense, you will execute documents and take such further acts as Authentic8 may reasonably request to
assist Authentic8 to acquire, perfect and maintain its intellectual property rights and other legal protections for the Feedback.
Eligibility
The Authentic8 Service is intended solely for persons who are 18 or older. Any access to or use of the Authentic8 Service by
anyone under 18 is expressly prohibited. By accessing or using the Authentic8 Service you represent and warrant that you are 18
or older.
Registration
Past a trial period designated by Authentic8, you may only use the Authentic8 Service if you have a current, valid subscription. In
order to use the Authentic8 Service, you must register to create an Authentic8 user account. During the registration process, you
will be required to provide certain information and you will establish a username and a password. You agree to provide accurate,
current and complete information during the registration process and to update such information to keep it accurate, current and
complete. You are responsible for safeguarding your login credentials. You agree not to disclose your login credentials to any third
party and to take sole responsibility for any activities or actions under your user account, whether or not you have authorized such
activities or actions, including actions taken by users to whom you have granted access and use of the Authentic8 Service on your
behalf, directly or through your account administrators. You will immediately notify Authentic8 of any unauthorized use of your user
account.
Third Party Websites – Account Information
As a registered user of the Authentic8 Service, you may have the option of providing Authentic8 with login information and
credentials, including but not limited to usernames and passwords, and other account information for your personal accounts with
certain third party websites, in order to allow Authentic8 to use, store and submit your credentials on your behalf to access your
accounts with such third party websites. By providing Authentic8 with such credentials, you understand and agree that Authentic8
will use, store and submit your credentials on your behalf, in order to provide the Authentic8 Service in accordance with your user
account settings. You have the ability to disable the storage and submission of your credentials for your account with any third party
website at any time by adjusting your Authentic8 user account settings. PLEASE NOTE THAT YOUR RELATIONSHIP WITH
EACH THIRD PARTY WEBSITE IS GOVERNED BY THE AGREEMENT YOU HAVE WITH
SUCH THIRD PARTY WEBSITE. ANY RISK OF LOSS RELATING TO THE USE OF SUCH
THIRD PARTY WEBSITES REMAINS ENTIRELY WITH YOU. You acknowledge and agree
that Authentic8 is not responsible or liable for: (i) the availability or accuracy of such websites or resources; or (ii) the content,
products, or services on or available from such websites or resources. You acknowledge sole responsibility for and assume all risk
arising from your use of any such websites or resources.
Authentic8 cannot always anticipate technical or other problems with third party websites which may result in service interruptions,
a loss of your personalization settings or an inability to submit your credentials on your behalf. Authentic8 cannot assume
responsibility for the deletion, non-delivery or failure to store or submit on your behalf any of your credentials, or loss of other
information or settings on such third party websites.
Rights You Grant to Authentic8
By submitting your credentials for third party websites to Authentic8, you hereby authorize Authentic8 to use, store and submit such
credentials on your behalf, log into such third party websites on your behalf and to configure the Authentic8 Service so that it is
compatible with such third party websites. Authentic8 may use, store and submit such credentials on your behalf, but only to the
extent necessary to provide the Authentic8 Service to you. You represent and warrant that you are entitled to submit such
credentials to Authentic8 for this purpose, without any obligation by Authentic8 to pay any fees or other limitations.
YOU ACKNOWLEDGE AND AGREE THAT WHEN AUTHENTIC8 ACCESSES THIRD
PARTY WEBSITES, AUTHENTIC8 IS ACTING AS YOUR AGENT, AND NOT AS THE
AGENT OF, OR ON BEHALF OF, ANY THIRD PARTY. You understand and agree that the Authentic8 Service is not sponsored or
endorsed by any third party websites which are accessible through the Authentic8 Service.
Software
We reserve the right to add additional features or functions to the Authentic8 Service, including the Authentic8 App. When installed
on your computer, the Authentic8 App communicates with our servers. We may require the updating of the Authentic8 App when
we release a new version, or when we make new features available. This update may occur automatically or upon prior notice to
you and may occur all at once or over multiple sessions. You acknowledge and agree that we have no obligation to make available
to you any subsequent versions of the Authentic8 App.

Conditioned upon your compliance with the terms and conditions of these Terms and during the trial period and term of your
subscription to use the Authentic8 Service only, Authentic8 grants you a non-exclusive and non-transferable license for a single
user to use the executable form of the Authentic8 App on a computer owned or controlled by you, solely for your personal, noncommercial purposes, as described herein. Authentic8 reserves all rights not expressly granted to you in this Agreement. The
license to the Authentic8 App granted under these Terms remains in effect unless earlier terminated in accordance with these
Terms. When the End User is an instrumentality of the U.S., recourse against the United States for any alleged breach of this
Agreement must be made as a dispute under the contract Disputes Clause (Contract Disputes Act). During any dispute under the
Disputes Clause, Authentic8 shall proceed diligently with performance of this Agreement, pending final resolution of any request for
relief, claim, appeal, or action arising under the Agreement, and comply with any decision of the Contracting Officer.
Restrictions
Except as expressly specified in these Terms, you agree not to modify the Authentic8 App, including but not limited to adding new
features or otherwise making adaptations that alter its functionality. You agree to not use or allow others to use the Authentic8
application except in conjunction with an authorized subscription from Authentic8. You acknowledge and agree that portions of the
Authentic8 Service, including but not limited to the source code and the specific design and structure of individual modules or
programs, constitute or contain trade secrets of Authentic8 and its licensors. Accordingly, you agree not to disassemble, decompile
or reverse engineer the Authentic8 Service, in whole or in part, or permit or authorize a third party to do so, except to the extent
such activities are expressly permitted by law notwithstanding this prohibition.
Payment Terms
Authentic8 offers new users a free trial to use the Authentic8 Service, which begins on the first day you register to use the
Authentic8 Service (the “Trial”). Authentic8 may offer various account levels and subscription terms. A description of the features
associated with these account levels, subscription terms and fees are available
by contacting sales@authentic8.com. You agree to pay the applicable subscription fees that may accrue in relation to your use of
the Authentic8 Service, if any, and you expressly agree that we are authorized to charge your Method of Payment for such
amounts. Subscription fees will be payable in advance in accordance with the subscription term and billing cycle designated at
enrollment, or subsequently established through your account page or otherwise in writing with Authentic8. Unless you cancel your
Account prior to the end of the then current subscription term, your subscription term will automatically renew. For accounts set up
on an invoice basis, unless an alternate billing cycle is established, you agree to pay all amounts stated in such invoices within
thirty (30) days of receipt of the invoice. For corporate accounts, you will be charged additional fees as additional users are added
to your account after the 30 day Trial for each user. All fees are non-refundable and non-transferable except as expressly provided
in these Terms. All fees and applicable taxes, if any, are payable in United States dollars. Notwithstanding the terms of the Federal,
State, and Local Taxes Clause, the contract price excludes all State and Local taxes levied on or measured by the contract or sales
price of the services or completed supplies furnished under this contract. Authentic8 shall state separately on its invoices taxes
excluded from the fees, and the Customer agrees either to pay the amount of the taxes (based on the current value of the
equipment) to the contractor or provide evidence necessary to sustain an exemption, in accordance with FAR 52.229-1 and FAR
52.229-3.
Privacy
See Authentic8’s Privacy Policy at http://www.authentic8.com/privacy/ for information and notices concerning Authentic8’s
collection and use of your personal information.
Ownership
The Authentic8 Service is protected by copyright, trademark, and other laws of the United States and foreign countries. Except as
expressly provided in these Terms, Authentic8 and its licensors exclusively own all right, title and interest in and to the Authentic8
Service, including all associated intellectual property rights. You will not remove, alter or obscure any copyright, trademark, service
mark or other proprietary rights notices incorporated in or accompanying the Authentic8 Service.
User Content
Users may have the ability to post, upload, publish, submit or transmit text, graphics, images, information or other materials to be
made available through the Service (“User Content”). By making available any User Content through the Service, you hereby grant
to Authentic8 a worldwide, irrevocable, perpetual, non-exclusive, transferable, royalty-free license, with the right to sublicense, to
use, copy, adapt, modify, distribute, license, sell, transfer, publicly display, publicly perform, transmit, stream, broadcast and
otherwise exploit such User Content only on, through or by means of the Service. Authentic8 does not claim any ownership rights
in any such User Content and nothing in these Terms will be deemed to restrict any rights that you may have to use and exploit any
such User Content.
You acknowledge and agree that you are solely responsible for all User Content that you make available through the Service.
Accordingly, you represent and warrant that: (i) you either are the sole and exclusive owner of all User Content that you make
available through the Service or you have all rights, licenses, consents and releases that are necessary to grant to Authentic8 the
rights in such User Content, as contemplated under these Terms; and (ii) neither the User Content nor your posting, uploading,
publication, submission or transmittal of the User Content or Authentic8’s use of the User Content (or any portion thereof) on,
through or by means of the Service will infringe, misappropriate or violate a third party’s patent, copyright, trademark, trade secret,

moral rights or other intellectual property rights, or rights of publicity or privacy, or result in the violation of any applicable law or
regulation.
General Prohibitions
You agree not to do any of the following:

•

Post, upload, publish, submit or transmit any text, graphics, images, software, music, audio, video, information or other
material that: (i) infringes, misappropriates or violates a third party’s patent, copyright, trademark, trade secret, moral rights or
other intellectual property rights, or rights of publicity or privacy; (ii) violates, or encourages any conduct that would violate, any
applicable law or regulation or would give rise to civil liability; (iii) is fraudulent, false, misleading or deceptive; (iv) is defamatory,
obscene, pornographic, vulgar or offensive; (v) promotes discrimination, bigotry, racism, hatred, harassment or harm against any
individual or group; (vi) is violent or threatening or promotes violence or actions that are threatening to any other person; or (vii)
promotes illegal or harmful activities or substances.

•

Use, display, mirror or frame the Authentic8 Service, or any individual element within, Authentic8’s name, any Authentic8
trademark, logo or other proprietary information, or the layout and design of any page or form contained on a page, without
Authentic8’s express written consent;

•

Access, tamper with, or use non-user areas of the Authentic8 Service, Authentic8’s computer systems, or the technical
delivery systems of Authentic8’s providers;

•

Attempt to probe, scan, or test the vulnerability of any Authentic8 system or network or breach any security or
authentication measures;

•

Avoid, bypass, remove, deactivate, impair, descramble or otherwise circumvent any technological measure implemented
by Authentic8 or any of Authentic8’s providers or any other third party (including another user) to protect the Authentic8 Service;

•

Attempt to access or search the Authentic8 Service or download information or data from the Authentic8 Service through
the use of any engine, software, tool, agent, device or mechanism (including spiders, robots, crawlers, data mining tools or the
like) other than the software and/or search agents provided by Authentic8 or other generally available third party web browsers;

•

Send any unsolicited or unauthorized advertising, promotional materials, email, junk mail, spam, chain letters or other
form of solicitation;

•

Use any meta tags or other hidden text or metadata utilizing a Authentic8 trademark, logo URL or product name without
Authentic8’s express written consent;

•

Use the Authentic8 Service for any commercial purpose or the benefit of any third party or in any manner not permitted
by these Terms;

•

Forge any TCP/IP packet header or any part of the header information in any email or newsgroup posting, or in any way
use the Authentic8 Service to send altered, deceptive or false source-identifying information;

•

Attempt to decipher, decompile, disassemble or reverse engineer any of the software used to provide the Authentic8
Service;

•

Interfere with, or attempt to interfere with, the access of any user, host or network, including, without limitation, sending a
virus, overloading, flooding, spamming, or mail-bombing the Authentic8 Service;

•

Collect or store any personally identifiable information from Authentic8 Service from other users of the Authentic8 Service
without their express permission;

•

Impersonate or misrepresent your affiliation with any person or entity;

•

Violate any applicable law or regulation; or

•
Encourage or enable any other individual to do any of the foregoing.
Authentic8 will have the right to investigate and prosecute violations of any of the above to the fullest extent of the law. Authentic8
may involve and cooperate with law enforcement authorities in prosecuting users who violate these Terms. You acknowledge that
Authentic8 has no obligation to monitor your access to or use of the Authentic8 Service or to review or edit any User Content, but
has the right to do so for the purpose of operating the Authentic8 Service, to ensure your compliance with these Terms, or to
comply with applicable law or the order or requirement of a court, administrative agency or other governmental body.

Recourse against the United States for any alleged breach of this agreement must be made under the terms of the Federal Tort
Claims Act or as a dispute under the contract disputes clause (Contract Disputes Act) as applicable. The Contractor shall proceed
diligently with performance of this contract, pending final resolution of any request for relief, claim, appeal, or action arising under
the contract, and comply with any decision of the Contracting Officer.
Copyright Policy
Authentic8 respects copyright law and expects its users to do the same. Please see Authentic8’s Copyright Policy at
www.authentic8.com/copyright for further information.

Proprietary Rights Notices
All trademarks, service marks, logos, trade names and any other proprietary designations of Authentic8 used herein are trademarks
or registered trademarks of Authentic8. Any other trademarks, service marks, logos, trade names and any other proprietary
designations are the trademarks or registered trademarks of their respective parties.
Controlling Law and Jurisdiction
These Terms and any action related thereto will be governed by the Federal laws of the United States without regard to its conflict of
laws provisions.
Entire Agreement
These Terms, together with the underlying GSA Schedule Contract, Schedule Pricelist and Purchase
Order(s), constitute the entire and exclusive understanding and agreement between Authentic8 and you regarding the Authentic8
Service, and these Terms supersede and replace any and all prior oral or written understandings or agreements between
Authentic8 and you regarding the Authentic8 Service.
Assignment
You may not assign or transfer these Terms, by operation of law or otherwise, without Authentic8’s prior written consent. Any
attempt by you to assign or transfer these Terms, without such consent, will be null and of no effect. Subject to the foregoing, these
Terms will bind and inure to the benefit of the parties, their successors and permitted assigns.
Notices
Any notices or other communications permitted or required hereunder, including those regarding modifications to these Terms, will
be in writing and given: (i) by Authentic8 via email (in each case to the address that you provide) or (ii) by posting to your user
account page. For notices made by e-mail, the date of receipt will be deemed the date on which such notice is transmitted.
General
The failure of Authentic8 to enforce any right or provision of these Terms will not constitute a waiver of future enforcement of that
right or provision. The waiver of any such right or provision will be effective only if in writing and signed by a duly authorized
representative of Authentic8. Except as expressly set forth in these Terms, the exercise by either party of any of its remedies under
these Terms will be without prejudice to its other remedies under these Terms or otherwise. If for any reason a court of competent
jurisdiction finds any provision of these Terms invalid or unenforceable, that provision will be enforced to the maximum extent
permissible and the other provisions of these Terms will remain in full force and effect.
Contacting Authentic8
If you have any questions about these Terms, please contact Authentic8 at support@authentic8.com.

SUBSCRIPTION SERVICES AGREEMENT
This Agreement (this “Agreement”) is entered into between Authentic8, Inc. (“Authentic8”) and the company identified below
(“Ordering Activity”) and is effective as of the date signed by Authentic8 below (the “Effective Date”).
Company:
Contact:

ORDER FORM
SUBSCRIPTION TERMS

Address:

Authentic8 Service:

Enter service description depending on use case: locked down, escape valve, Toolbox

Subscription Term:

12 months

Start Date:

ENTER THE DATE THAT THIS AGREEMENT IS SIGNED

Auto-renew:

N/A

Subscription Fees:

•
•

$__ per Authorized User per year
Subscription Fees represent direct fulfillment from Authentic8 to Ordering Activity, and are
net of any Reseller or other fulfillment partner fees.

Authorized Users:

Enter contracted number

Additional Users:

$__ per additional Authorized User per year

Annualized Contract Value:

Describe any conditions or restrictions around accessing Silo, the need for login
Access Terms:
Additional Terms:
Support Terms:

credentials (if any), account sharing, number of devices etc.
Enter or say none.

•
•

Ordering Activity will provide direct first tier support to Authorized Users
Authentic8 will provide second tier support escalation to Ordering Activity via
email and phone during the regular business hours of: 9am-6pm (Pacific Time), MondayFriday (excluding national holidays).
•
Authentic8 Service availability will be governed by Exhibit A, Support Terms and
Service Availability

This Agreement is subject to the attached terms and conditions, which is a part of this Agreement. By executing this Agreement,
Ordering Activity agrees to be bound by those terms and conditions for the use of the Authentic8 Service. This Agreement may be
executed in counterparts, each of which will be deemed an original, but all of which together will constitute one and the same
instrument.

ORDERING ACTIVITY

AUTHENTIC8

By:
Name:

By:
Name:

Title:

Title:
Date:

Date:

Authentic8, Inc. | 201 San Antonio Circle, Suite 245, Mountain View, CA 94040 | www.authentic8.com AUTHENTIC8 SERVICE
TERMS AND CONDITIONS
The following terms and conditions govern the access and use of the cloud-based security service provided by Authentic8 (the
“Authentic8 Service”) during the subscription term and any renewal term (the “Subscription Term”), as described in the attached
order form to this Agreement (the “Order Form”).
1.
AUTHORIZED USERS
1.1 Ordering Activity will determine the access controls for its employees and agents who are authorized to use the Authentic8
Service (“Authorized Users”) in connection with Ordering Activity’s account. The Authentic8 Service may only be accessed and
used by Authorized Users from compatible devices and may require login credentials, the use of which will be governed by the

access terms in the associated Order Form. Ordering Activity is responsible for the activity occurring under its account by its
Authorized Users (and their compliance with this Agreement).
1.2 Ordering Activity may from time to time replace an Authorized User who has terminated or changed their job status or function,
or otherwise no longer requires use of the Authentic8 Service. Ordering Activity may add Authorized Users to its account at any time
during the Subscription Term. Ordering Activity may only decrease the number of Authorized Users at the end of the Subscription
Term (prior to the renewal). Authentic8 shall invoice Ordering Activity for any Authorized Users added during the Subscription Term
in excess of the contracted number according to the terms set forth in the applicable Purchase Order.
2.
AUTHENTIC8 SERVICE
2.1 Subject to the terms and conditions of this Agreement, Ordering Activity may access and use the Authentic8 Service for its
business purposes during the Subscription Term and in accordance with the terms and limitations set forth in the Order Form.
2.2 In order to use the Authentic8 Service, each Authorized User must download the Authentic8 client software application (the
“Authentic8 App”) from the Authentic8 website or the applicable app store and install it on each device that will use the Authentic8
Service. Ordering Activity agrees to stay current with latest version of the Authentic8 App, and acknowledges that Authentic8
reserves the right to deprecate older versions of the Authentic8 App subject to notification. Ordering Activity will only allow the
installation the Authentic8 App on compatible devices that are supported by Authentic8. Ordering Activity and its Authorized Users
may not modify, alter, decompile or reverse engineer the Authentic8 App.
3.
USE OF THE AUTHENTIC8 SERVICE
3.1 Ordering Activity, and/or its Authorized Users may provide Authentic8 with certain login and other account information for
websites and web-based applications that Authorized Users will access through the Authentic8 Service (“Account Access
Information”). Authorized Users may only use the Authentic8 Service to access accounts for which they are authorized by Ordering
Activity to access and use. By providing Account Access Information, the account owner (whether Ordering Activity or its Authorized
Users) permits Authentic8 to use (and, if elected, store) the Account Access Information on behalf of the account owner. The
account owner can remove any Account Access Information stored with the Authentic8 Service at any time. In no event shall
Account Access Information associated with Authorized Users personal websites be accessible or made available to Ordering
Activity. Authentic8 will maintain administrative and technical safeguards to protect the security and confidentiality of the Account
Access Information stored in the Authentic8 Service in accordance with applicable industry standards; however, Ordering Activity,
and its Authorized Users are ultimately responsible for taking appropriate steps to maintain the security and confidentiality of its
Account Access Information.
3.2 Ordering Activity, and its Authorized Users, agree not to: (1) use the Authentic8 Service or other than as authorized in this
Agreement; (2) resell, sublicense, or otherwise make the Authentic8 Service available to any third party; (3) use the Authentic8
Service to support any activity that is illegal or that violates the proprietary rights of others; (4) interfere with or disrupt the integrity or
performance of the Authentic8 Service or any websites or web-based applications; (5) deactivate, impair, or circumvent any security
or authentication measures of the Authentic8 Service or any websites or web-based applications; (6) access the Authentic8 Service
for purposes of monitoring its performance or functionality; or (7) authorize any third parties to do the above.
3.3 Authentic8 is not responsible or liable for: (1) the availability, accuracy, or security of any websites or web-based applications
accessed through the Authentic8 Service, (2) the content, products, or services on or available from those websites or web-based
applications; or (3) the deletion, non-delivery or failure to store or submit Account Access Information, or a loss of other information
or settings on the websites and web-based applications accessed through the Authentic8 Service.
4.
SUPPORT AND AVAILABILITY
4.1 During the Subscription Term, Authentic8 will provide technical support for the Authentic8 Service according to the terms set
forth in Exhibit A (“Support Terms and Service Availability”). Authentic8 will make the Authentic8 Service available in accordance
with Exhibit A and will use reasonable efforts to maintain the Authentic8 Service in a manner that minimizes errors and service
interruptions.
5.
SUBSCRIPTION FEES
5.1 Authentic8 shall invoice Ordering Activity for the fees or charges for the Authentic8 Service as specified in the Order Form
(“Subscription Fees”). All Subscription Fees are quoted in United States dollars. Subscription Fees for the contracted number of
Authorized Users will be invoiced and are due within 30 days from the date of invoice, or as otherwise stated in the GSA Schedule
Contract or Purchase Order(s). Incremental service fees incurred by adding Authorized Users during the Subscription Term will be
invoiced according to the terms set forth in the GSA Schedule Contract and the Purchase Order. All payment obligations are noncancelable and once paid are nonrefundable.
5.2 Authentic8 shall state separately on invoices taxes excluded from the fees, and the Ordering Activity agrees either to pay the
amount of the taxes (based on the current value of the equipment) or provide evidence necessary to sustain an exemption, in
accordance with FAR 52.229-1 and FAR 52.229-3.
5.3 Authentic8 reserves the right to modify the Subscription Fees or introduce new fees at its discretion by providing 30 days prior
notice to Ordering Activity. Notwithstanding the foregoing, any changes to the Subscription Fees will not apply to Ordering Activity’s
current Subscription Term, and will instead take effect at the beginning of the renewal term.
1.
2.

RESERVED

7.
TERMINATION
7.1 When the End User is an instrumentality of the U.S., recourse against the United States for any alleged breach of this
Agreement must be made as a dispute under the contract Disputes Clause (Contract Disputes Act). During any dispute under the
Disputes Clause, Authentic8 shall proceed diligently with performance of this Agreement, pending final resolution of any request for
relief, claim, appeal, or action arising under the Agreement, and comply with any decision of the Contracting Officer.

7.2 Upon any expiration or termination of this Agreement, Ordering Activity’s right to access and use the Authentic8 Service will
automatically terminate, and Ordering Activity may not continue to access or use the Authentic8 Service. Authentic8 will have no
liability for any costs, losses, damages, or liabilities arising out of or related to Authentic8’s exercise of its termination rights under
this Agreement. Any payment obligations as of the expiration or termination (or that relate to activity during the Subscription Term)
will remain in effect. The obligations and provisions of Sections 8 through 12 will survive any expiration or termination of the
Agreement.
8.
PROPRIETARY RIGHTS
8.1 Authentic8 owns all right, title and interest in and to the Authentic8 Service and the Authentic8 App, including all worldwide
intellectual property rights therein (“Authentic8 IP”). This Agreement does not convey any proprietary interest in or to any
Authentic8 IP or rights of entitlement to the use thereof except as expressly set forth herein. Ordering Activity grants Authentic8 the
right to use its name (and the corresponding trademark or logo) on Authentic8’s website and marketing materials to identify
Ordering Activity as a Ordering Activity; provided, however, that any such use must be pre-approved by Ordering Activity, which will
not be unreasonably withheld or delayed.8.2 Authentic8 will be free to use any suggestions, ideas, feedback, or recommendations
provided by Customer regarding the Authentic8 Service or the Authentic8 App (“Feedback”), and by providing any Feedback,
Customer grants Authentic8 a worldwide, perpetual, irrevocable, fully-paid and royalty-free license to use and exploit that Feedback
for any purpose and without any further obligation. Authentic8 acknowledges that the ability to use this Agreement and any
Feedback received in advertising is limited by GSAR 552.203-71.
8.3 Each party understands that the other party may need to disclose certain non-public information relating to the disclosing party’s
business that is marked or identified as “confidential” at the time of disclosure (“Confidential Information”) in connection with the
use and/or performance of the Authentic8 Service. The receiving party agrees to take reasonable precautions to protect such
Confidential Information, and to not disclose (without the disclosing party’s prior authorization) to any third person any such
Confidential Information. Confidential Information does not include any information that the receiving party can show: (1) is or
becomes generally available to the public, or (2) was in its possession or was known prior to receipt from the disclosing party, or (3)
was rightfully disclosed to it without restriction by a third party, or (4) was independently developed without use of any Confidential
Information of the disclosing party. The receiving party may disclose Confidential Information if the disclosure is necessary to
comply with a valid court order or subpoena (in which case the receiving party will, unless expressly prohibited by the terms of the
court order or subpoena, promptly notify the disclosing party and cooperate with the disclosing party if the disclosing party chooses
to contest the disclosure requirement, seek confidential treatment of the information to be disclosed, or to limit the nature or scope
of the information to be disclosed). Authentic8 recognizes that Federal agencies are subject to the Freedom of Information Act, 5
U.S.C. 552, which requires that certain information be released, despite being characterized as “confidential” by the vendor.
9.
DISCLAIMERS
9.1 Authentic8 warrants that the Services will be perform substantially in accordance with the SOFTWARE written materials
accompanying it. In the event that the Services do not perform in accordance with SOFTWARE written materials accompanying it
due to reasons within Authentic8’s control, for a period of sixty (60) days Authentic8 will repair the service in order to bring it into
accordance, or provide a refund of subscription fees. EXCEPT AS EXPRESSLY SET FORTH IN THE FOREGOINGThe Authentic8
Service and the Authentic8 App are provided “AS IS” and on an “AS AVAILABLE” basis. Authentic8 does not warrant that the
Authentic8 Service will be provided without interruption or be completely error free. AUTHENTIC8 DISCLAIMS ANY
WARRANTIES, EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, ANY IMPLIED WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, NONINFRINGEMENT AND ANY WARRANTIES ARISING OUT
OF COURSE OF DEALING OR USAGE OF TRADE.
9.2 Ordering Activity acknowledges that, despite the security features of the Authentic8 Service, no service can provide a completely
secure mechanism of electronic transmission and that there are persons and entities that may attempt to breach Authentic8’s
security measures. Authentic8 will not be liable for any security breach (or other events) caused by circumstances outside of its
reasonable control. Authentic8 is not responsible for any data or information that Ordering Activity, or its Authorized Users,
download or access through the use of the Authentic8 Service. Ordering Activity assumes all risk from the use of the Authentic8
Service including any damage to its computer system or devices or the corruption or loss of its data and information when accessing
or using the Authentic8 Service.
10.

RESERVED

11.
INDEMNIFICATION
11.1 Authentic8 will: (1) defend Ordering Activity against any third party suit, claim, action or demand (a “Claim”) alleging that the
Authentic8 Service infringes any copyright or trademark or misappropriates a trade secret of a third party; and (2) indemnify and
hold Ordering Activity harmless from any final award of damages or settlement amount arising in connection with any such Claim.
11.2 The foregoing indemnity obligations are conditioned on Ordering Activity notifying Authentic8 promptly in writing of any actual
or threatened Claim, Ordering Activity giving Authentic8 control of the defense thereof and any related settlement negotiations, and
Ordering Activity cooperating and, at Authentic8’srequest and expense, assisting in such defense. Nothing contained herein shall be
construed in derogation of the U.S. Department of Justice’s right to defend any claim or action brought against the U.S., pursuant to
its jurisdictional statute 28 U.S.C. §516.
12.
GENERAL
12.1 The parties are independent contractors, and no branch or agency, partnership, association, joint venture, employee-employer,
or franchiser-franchisee relationship is intended or created by this Agreement. This Agreement is intended for the sole and exclusive
benefit of the parties and is not intended to benefit any third party. Only the parties to this Agreement may enforce it.
12.2 This Agreement is governed by and construed in accordance with the Federal laws of the United States, without giving effect to
the principles of conflict of law. If any portion of this Agreement is found to be void or unenforceable, the remaining provisions of this
Agreement will remain in full force and effect.

12.3 Neither party may assign this Agreement, in whole or in part, without the other party’s prior written consent. Any attempt to
assign this Agreement other than as permitted above will be null and void.
12.4 All notices required or permitted under this Agreement will be in writing and delivered by confirmed facsimile transmission, by
courier or overnight delivery services, or by certified mail, and in each instance will be deemed given upon receipt. All
communications will be sent to the addresses set forth above or to such other address as may be specified by either party to the
other in accordance with this Section.
12.5 This Agreement, together with the Underlying GSA Schedule Contract, Schedule Pricelist and Purchase Order(s), constitutes
the complete and exclusive understanding and agreement between the parties regarding this subject matter and supersedes all
prior or contemporaneous agreements or understandings, written or oral, relating to this subject matter. Any waiver, modification or
amendment of any provision of this Agreement will be effective only if in writing and signed by duly authorized representatives of
both parties.
[END]
EXHIBIT A:
SUPPORT TERMS AND SERVICE AVAILABILITY
Capitalized terms not defined below will have the meaning ascribed to them in the Agreement. Additional terms used herein are
defined below.
1.
SUPPORT AND MAINTENANCE
1.1 Technical Support. Ordering Activity will provide direct first tier technical support directly to its Authorized Users. Authentic8
will provide second tier support escalation to Ordering Activity via email and phone during the regular business hours of: 9am-6pm,
Pacific Time, Monday-Friday (excluding national holidays).
1.2 Maintenance. Authentic8 will make updates (error corrections, bug fixes, enhancements and/or improvements) to the
Authentic8 Service on an ongoing basis. Except in the case of emergencies, Authentic8 will schedule maintenance during
appropriate, non-peak usage hours (typically between 10pm on Fridays and 12pm on Sundays, Pacific Time) and to the extent
possible will provide advance notice of any planned service disruption.
1.3 Reporting Process. Only Ordering Activity’s Account administrator(s) may contact Authentic8’s technical support personnel. In
connection with submitting a problem report, Ordering Activity must: (i) notify Authentic8 promptly of problems with the Authentic8
Service, and provide Authentic8 with any documentation available regarding the error sufficient to allow Authentic8 to reproduce the
error; and (ii) provide Authentic8 with reasonable assistance, as requested, to troubleshoot the problem.
2.
SERVICE LEVEL
2.1 Availability. The Authentic8 Service will be available 99.9% of the time per month, except for any scheduled maintenance or
Service Interruptions (“Uptime Availability”). The Authentic8 Service (or a portion of the Authentic8 Service) may be unavailable at
certain times, for any unanticipated or unscheduled emergency maintenance or unavailability as a result of (i) circumstances beyond
Authentic8’s reasonable control, including without limitation, acts of God, acts of government, flood, fire, earthquakes, civil unrest,
acts of terror, strikes or other labor problems (other than those involving our employees), or (ii) Internet third party service provider
failures, delays, or denial of service attacks (“Service Interruptions”).
2.2 Remedies. If the Authentic8 Service does not meet the Uptime Availability in any given calendar month (excluding any
scheduled maintenance or Service Interruptions), then Authentic8 will credit Ordering Activity a percentage of the Subscription Fees
for that month as follows:
Service Availability

Service Credit

99.5% - 99.9%

20%

99% - 99.5%

40%

<99%

100%

Service credits must be requested in writing within 10 business days after the month following such service level unavailability. This
credit will be applied against future Subscription Fees. If the Authentic8 Service does not meet the Uptime Availability for two (2)
consecutive months in any three (3) month period, or four (4) times in any twelve (12) month period, Ordering Activity may terminate
the Agreement and Authentic8 will refund the unused portion of the Subscription Fees that Ordering Activity had paid for the
Authentic8 Service for the remainder of the Subscription Term. This section states Ordering Activity’s sole and exclusive remedy for
the unavailability of the Authentic8 Service.

